IR

15 B4

1.1 AP XN EEPROM
~ B4 HPX
— ZFE AR $ Byte. £ Byte fl Page 5 A
— BN XA V7 i AR
1.2 REEX 2K-bit
— AL X 8-Byte ME— ID
— AP XV RAUR . AE RN, P XS %6
1.3 mEREH
— H 64-bit ZhAM HANUEF T
— f 8 41 24-bit 5 G
— INIEAINZ# A 4 HEHF T
- B
1.4 i FHRE
— HJEVER: 2.7V-5.5V
— KM 2 ZARFRiE 12C $2 01
— BB A % = ]k 1.0 MHz
— bR SOPS Ff %
1.5 EEHE
— BEAETIE 10 JIik
— BURRFF AL 10 4

2 BAEEMEREX

NC VDD NC VDD
NC NC  NC SCL
NC SCL  NC SDA
GND SDA NC GND




B JAE SR R :

Pad | Description
VCC | Supply Voltage
GND | Ground
SCL | Serial Clock Input
SDA | Serial Data Input/Output
3 ERXAMNA
$0 | s1 | 2 ] $3 | $4 | 95 | s6 | ¢7
$00 Reserved
$08 | Fab Code | M1Z | ID Code A Fabrication
$10 ID Code B
$18 | DCR Reserved
$20 | ARO | PRO | ARL | PRI | AR2 | PR2 | AR3 | PR3
$28 Access
$30
Control
$38 Reserved
$40
$48
$50 | AACO | Ci0
$58 SKO
$60 | AACI | Cil
$68 SK1 c
§70 | AAC2 | Ci2 rpto
$78 SK2
$80 | AAC3 | Ci3
$88 SK3
$90 Secret Seed GO
$98 Secret Seed Gl Secret
$A0 Secret Seed G2
$A8 Secret Seed G3
$B0 | PAC WriteO PAC Read0
$B8 | PAC Writel PAC Readl
$CO | PAC Write2 PAC Read2
$C8 | PAC Writed PAC Read3 Passwords
$D0 | PAC Write4d PAC Read4
$D8 | PAC Writeb PAC Readb
$EO0 | PAC Write6 PAC Read6
$E8 | PAC Write7 PAC Read?7




iig Reserved System
3.1 Fab Code
16-bit ZFfEgs, HJ fEHN: “10 10”7, BIOARMBH.
3.2 MTZ
AR X I 16-bit, &4 7 MNIEAE e XHT, AR g &R A A RR
BEH MTZ.
3.3 ID Code
AT PLsE X 8-Byte ME— ID, ) J5 HEEEE, AREBEMN.
3.4 DCR
Bit7 Bit6 Bith Bit4 Bit3 Bit2 Bitl Bit0
UAT ETA CS3 CS2 CS1 CSO

UAT: WEfE6E (UAT= “07), RVFLEEREERIAE, AAC TR

ETA: tE{#EE (EAT=“0"), A 8 KA A INEEERIG LS. R EAT=“1"7,
AAC fI PAC #8 HA 4 IR Rl

CS0-CS3: s #BAem v 2R i ik $B (1011), tHREAHS, CS0-CS3 *of M [ Hh
hHAH .

3.5 Ujh &% AR

Bit7 Bit6 Bitd Bit4 Bit3 Bit2 Bitl Bit0

PM1 PMO A AMO ER
PM(1:0)-# i 15 2t

(i o0 BUR

1 0 i 25 R

0 | SRR

0 0 505 R AR AT

2 PM= “117 BF, U5 P XA R B AR L

M PM= “107 B, BEHPXFERKS M, SHP XA TERR

) PM= “01” B0 “00” B, SAIEHPXFERRSHEM, HiHrXHRE
RIS Y

AM(1:0)-Z fith 152 5,

AM1 AMO FUBR

1 1 AT EANE
1 0 5 EINIE
1 0 B E AT EAIE
0 1

4 AM= “117 I, Ui la FH P XA R ZEAIE

2 AM= “107 Iy, HH P XFHFEINE, S XA ZIAE

4 AM= “017 I, NS H P XA ZAIE

ER-encryption required

M ER= “07, WMREEMMBE X, FHFEERSmERA.

4 ER=“17, FHATRUESINEARL, WA RS, W yiR AP X, (HiEE



FEAINE T o

3.6 FiLAFFeE PR
Bit7 Bit6 Bith Bit4 Bit3 Bit2 Bitl Bit0
AK1 AKO PW2 PW1 PWO

AK(1:0)-AIIE Key, X 2 {75 X 4 AT GO-G3 HI—4L, XMIN#E M T1EIA

UEIN 2 S FEAEH o
PW(2:0)-F L 5E, X 3 e X 8 b it —4AF N 7 X 250G,
3.7 REFM (secure code)
G RN N A2 write7 269, R IEIRI T 7%, 4 ReEEiit & X
3.8 Cifll SK
IREEDGER, AFAEXT N Cix F1 SKx, Ah#i2s,
3.9 GO0-G3
IR T, BRI GEA T — 2.

3. 10 Passwords

AR AR ERAP T P XA, X A 8 %5, FLLEE PR 274748

B4R ORI AR X QRS 1 565, B ABA SR, 1R A
ey, A R af P

4 JEEHE
4. 1 FaEERR

O BRI FRHERE R, ARSI A B A N,
4, 2 NFRER

A B HHE A2 S

i V5 7] % A7 4% ARIPR SRICE » EIXMI, B X A2 E i, ik
AL AT WAL S # Y, LR LLE SOE AT ST X, 852

IR G, A BEVI R X, 8E RS VAR Fros:

MBS iz Hi Cix

72 A BEHLELQO

i FIFLSEAAE R T COX 57 HH Q1

!

FQOFIQLAIXL T F
| |

v

‘ T8 HT I Ciy FISKx ‘

'

\ FI IS B2 37l ‘

UNTEN e

NIE R T



4. 3 IR

U F AR AR SRE, R, BCEXMEMAAH X EE
# R, LLE OB T g asE shid #E R A E R S B 220 L,
2 COX Bl 57 H 19 SKx FFAIE—IR, WS UERT, I8 mtE 30 1.

5 PRI 22

ZINE S ILH 4 MR 22, “fuse byte” gath IR ZZEPRAS, “07 Foxd
&Ko Bits 4 ] 7 2L

Bit7 Bit6 Bith Bit4 Bit3 Bit2 Bitl Bit0

SEC PER CMA FAB

N T 8i4E ID Code B, SEC HiJ B g5 W, ERINM ID Code B 424 “FF”7,
15T fuses, WA ZUEL IR TR IR T«

FAB — #ii{ Fab Code

CMA — #i{E ID Code A

PER — i3 Fl R p it & X

WRAFZIEIX AR V5T fuses, FBH & & 1R
Fuse ¥ IRIALFR RN Fras
Fuse
7 opP
one SEC=0 FAB=0 CMA=0 PER=0
Fab Cod R Free Free Free Free
abtode W Secure Code | Forbidden Forbidden Forbidden
MTZ ; Free Free Free Free
ID Code R Free Free Free Free
A W Secure Code | Secure Code | Forbidden Forbidden
ID Code R Free Free Free Free
B W Forbidden Forbidden Forbidden Forbidden
Access R Free Free Free Free
Control W Secure Code | Secure Code | Secure Code | Secure Code
AACx R Free Free Free Free
Cix W Secure Code | Secure Code | Secure Code | Forbidden
R
SKx W Secure Code | Secure Code | Secure Code | Forbidden
R .
Secret W Secure Code | Secure Code | Secure Code | Forbidden
R .
PW W Secure Code | Secure Code | Secure Code Write PW
PAC R Free Free Free Free
W Secure Code | Secure Code | Secure Code Write PW
User R AR AR AR AR




[Zones | W_| | | | |

YA : O BRIA A SEC=0 XM IALFR, 4nifk FAB 15Wr, H-4 FAB=0 XJ37 AL
PRAZRL, W5 CMA J&WT, T84 CMA=0 XM IR SRR, i PER AW, B4
PER=0 X} v B AL PR A AL

6 Zith A 2 ZRIEpnE 12C BSTHL, BEWMSUWTHR:

Item INS P1 P2 P3 Data (N)
Write user zone | $BO $00 Addr N<§$10 N bytes
Read user zone $B2 $00 Addr N
Write conf zone | $B4 $00 Addr N<§$10 N bytes
Write fuses $B4 $01 | FusesID | $00
Send checksum $B4 $02 $00 $02 2 bytes
Set user zone $B4 $03 Zone $00
Read conf zone $B6 $00 Addr N
Read fuses $B6 $01 $00 $01
Read checksum $B6 $02 $00 $02
verify auth $B8 $0X $00 $10 Q0+Q1 (16bytes)
verify Encry $B8 $1X $00 $10 Q0+Q1 (16bytes)
Verify W-PW $BA $0X $00 $03 3 bytes pw
Verify R-PW $BA $1X $00 $03 3 bytes pw

YA 1. S1/EZ JGEIER 10ms, verfiy auth 1 verify Encry ZEZEI; 20ms.
2. Q04 8/ byte (IBHHLEL, QL 2 F1 HikitH ok 8 4 byte 3i#is .
3. W-PW FREHM, R-PW LREEH.



